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1. Aims of the Policy 

St Monica's Catholic Primary School recognises that technology plays an essential role in 

children's education, communication, creativity and social development. While digital 

technologies provide significant opportunities for learning, they also present safeguarding risks. 

The purpose of this policy is to: 

• safeguard and promote the welfare of children when using technology; 

• create a culture of safe and responsible online behaviour; 

• ensure effective filtering and monitoring systems are in place; 

• educate pupils to become responsible digital citizens; 

• support staff and parents in promoting online safety; 

• comply with statutory safeguarding responsibilities. 

Online safety is a safeguarding issue and forms part of the school's overall child protection 

arrangements. 

 

2. Legislation and Guidance 

This policy should be read alongside: 

• Keeping Children Safe in Education (KCSIE) 2026 

• Working Together to Safeguard Children 2023 

• The Online Safety Act 2023 

• Data Protection Act 2018 

• UK General Data Protection Regulation (UK GDPR) 

• Education Act 2002 

• Children Act 1989 and 2004 

• DfE Filtering and Monitoring Standards 

• Searching, Screening and Confiscation Guidance 

• Child Protection and Safeguarding Policy 

• Behaviour Policy 

• Staff Code of Conduct 

• Acceptable Use Agreements 

 

 



3. Roles and Responsibilities 

Governing Body 

The Governing Body will: 

• ensure appropriate filtering and monitoring systems are in place; 

• review the effectiveness of online safety arrangements; 

• receive reports on online safety incidents and trends; 

• ensure staff receive appropriate training; 

• ensure online safety is embedded within safeguarding procedures. 

Headteacher 

The Headteacher has overall responsibility for online safety within the school. 

Designated Safeguarding Lead (DSL) 

The Designated Safeguarding Lead for Online Safety is: 

Mrs Kate Baptiste, Headteacher 

The DSL will: 

• oversee online safety procedures; 

• investigate safeguarding concerns involving technology; 

• liaise with external agencies where required; 

• oversee staff training and pupil education; 

• monitor emerging risks and technologies. 

Staff 

All staff are responsible for: 

• modelling safe online behaviour; 

• teaching online safety within the curriculum; 

• reporting concerns promptly; 

• complying with acceptable use expectations. 

Parents and Carers 

Parents and carers play a vital role in helping children remain safe online and are encouraged to 

support school guidance regarding appropriate and responsible technology use. 



4. Educational Benefits of Technology 

The school recognises that digital technologies provide opportunities to: 

• enhance teaching and learning; 

• support communication and collaboration; 

• access high-quality educational resources; 

• develop creativity and critical thinking skills; 

• prepare pupils for life in modern Britain; 

• support inclusion and accessibility. 

Access to digital technology is an important part of the curriculum and pupils will be supported 

in developing safe and responsible online behaviours. 

 

5. Online Safety Education 

Online safety education is embedded throughout the curriculum. 

Pupils are taught through: 

• Computing; 

• Religious Education where appropriate; 

• Relationships, Health and Education (RHE); 

• assemblies and collective worship; 

• themed safeguarding events; 

• national awareness campaigns. 

Teaching will cover: 

• privacy and personal information; 

• cyberbullying; 

• respectful online behaviour; 

• misinformation and disinformation; 

• scams and fraud; 

• online relationships; 

• exploitation and grooming; 

• radicalisation; 

• gaming safety; 

• social media; 

• artificial intelligence (AI); 

• reporting concerns and seeking help. 

 



6. Online Risks 

The school recognises the following categories of online risk. 

Content Risks 

Exposure to: 

• extremist content; 

• hateful content; 

• misinformation and disinformation; 

• violent imagery; 

• gambling content; 

• age-inappropriate material. 

Contact Risks 

Risks from: 

• online grooming; 

• exploitation; 

• radicalisation; 

• coercion; 

• cyberbullying; 

• inappropriate communication. 

Conduct Risks 

Including: 

• peer-on-peer abuse; 

• sharing inappropriate content; 

• harassment; 

• online bullying; 

• harmful online behaviour. 

Commerce Risks 

Including: 

• scams; 

• phishing; 

• identity theft; 



• online fraud; 

• inappropriate spending within games and apps. 

Emerging Risks 

Including: 

• artificial intelligence tools; 

• deepfake technology; 

• manipulated images and videos; 

• anonymous communication platforms; 

• live streaming; 

• encrypted messaging services. 

 

7. Artificial Intelligence (AI) 

The school recognises that Artificial Intelligence technologies are becoming increasingly 

accessible to both children and adults. 

Pupils will be taught: 

• how AI tools work; 

• safe and responsible use of AI; 

• that AI-generated content may be inaccurate or biased; 

• not to share personal information with AI platforms; 

• how to evaluate and verify AI-generated information. 

Staff using AI must: 

• comply with data protection requirements; 

• never upload confidential information; 

• verify the accuracy of AI-generated content; 

• exercise professional judgement at all times. 

AI must never replace professional safeguarding decisions or educational assessments. 

 

8. Filtering and Monitoring 

The school uses filtering and monitoring systems to safeguard pupils and staff. 



The Governing Body will ensure: 

• filtering systems are suitable and effective; 

• monitoring systems identify potential safeguarding concerns; 

• systems are regularly reviewed; 

• staff understand reporting processes; 

• concerns identified through monitoring are acted upon promptly. 

The DSL, Headteacher and IT support provider will review arrangements regularly. 

The school recognises that filtering and monitoring systems support safeguarding but cannot 

eliminate all risks. 

 

9. Email and Communication 

Pupils may only use approved school communication systems. 

Pupils must: 

• use email appropriately; 

• communicate respectfully; 

• report any concerning messages immediately; 

• never disclose personal information. 

Staff communications with pupils and families must only take place through approved school 

systems. 

 

10. Social Media 

Pupils will receive age-appropriate education regarding social media use. 

Pupils will be taught: 

• not to share personal information; 

• how to manage privacy settings; 

• how to report concerns; 

• how to identify online manipulation and misinformation. 

Staff must not: 

• communicate with pupils through personal social media accounts; 



• accept friend requests from pupils; 

• interact online with pupils through personal accounts. 

 

11. Mobile Phones and Personal 

Devices 

Pupils are not permitted to use mobile phones during the school day. 

Where pupils bring mobile phones to school: 

• phones must be switched off; 

• phones must be handed to staff on arrival; 

• phones must remain securely stored throughout the day. 

Smartwatches capable of messaging, photography or internet access must not be used during 

the school day unless agreed as part of a medical need eg diabetic. 

 

12. Remote Learning and Online 

Platforms 

Where online learning platforms are used: 

• only approved school systems will be used; 

• staff must use professional accounts; 

• safeguarding expectations remain unchanged; 

• behaviour expectations apply equally online; 

• any recordings will comply with data protection requirements. 

 

13. School Website and Published 

Content 

The school website will contain only appropriate information. 

The school will ensure: 



• pupil personal information is not published; 

• photographs are used only with parental consent; 

• images are selected carefully; 

• full names are not published alongside photographs; 

• content reflects the values and ethos of the school. 

 

14. Photography and Video 

Photographs and videos will only be used: 

• with appropriate parental consent; 

• for educational, celebratory or promotional purposes; 

• in line with safeguarding procedures. 

Staff must not use personal devices to take photographs of pupils. 

 

15. Personal Data and Cyber Security 

Personal information will be processed in accordance with: 

• UK GDPR; 

• Data Protection Act 2018. 

The school will: 

• maintain secure information systems; 

• use password protection; 

• implement additional security measures where appropriate; 

• provide staff cyber-security awareness training; 

• investigate and report data breaches appropriately. 

 

16. Cyberbullying 

The school will not tolerate cyberbullying. 

Incidents occurring: 

• in school; 



• outside school; 

• through social media; 

• through gaming platforms; 

• through messaging services 

may be investigated where they impact upon a pupil's welfare, safeguarding or education. 

Incidents will be addressed through the school's Behaviour Policy and Safeguarding Procedures. 

 

17. Reporting Concerns 

Any online safety concern should be reported immediately to the DSL or a member of the 

safeguarding team. 

Concerns may include: 

• online bullying; 

• inappropriate content; 

• grooming; 

• exploitation; 

• radicalisation; 

• concerning online behaviour; 

• breaches of filtering systems. 

Safeguarding concerns will be managed in accordance with the Child Protection and 

Safeguarding Policy. 

 

18. Staff Training 

All staff will receive: 

• online safety training at induction; 

• regular safeguarding updates; 

• training on emerging technologies and risks; 

• guidance on filtering and monitoring responsibilities. 

Governors will receive online safety training appropriate to their role. 

 



19. Monitoring and Review 

This policy will be reviewed annually, or sooner if: 

• legislation changes; 

• safeguarding guidance changes; 

• significant incidents occur; 

• emerging technologies require review. 

The Governing Body will review the effectiveness of the policy and associated safeguarding 

measures regularly. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Appendix A 

Online Safety and Digital Technology Agreement 

Dear Parents and Carers 

At St. Monica's Catholic Primary School, we use digital technology and online resources to 

enhance learning, communication and creativity. Access to online services is an important part of 

modern education and helps prepare children for life in an increasingly digital world.  

The school has robust filtering and monitoring systems in place to help safeguard pupils when 

accessing online resources. However, no system can remove all risks. Therefore, children are 

taught how to use technology safely, responsibly and respectfully. 

As part of our Online Safety Policy, pupils are expected to follow our Rules for Safe and 

Responsible Online Behaviour. 

If you have any questions regarding online safety, please contact the school. 

Yours sincerely, 

Kate Baptiste 

Headteacher 

 

Permission for Online Access and Use of Digital Technology 

Parent/Carer Agreement 

I give permission for my child to access the 

internet, school devices, digital learning 

platforms and online resources in accordance 

with the school's Online Safety Policy. 

Name of Child: ________________________________ 

Parent/Carer Name: ___________________________ 

Signature: ____________________________________ 

Date: ________________________________________ 

 

Pupil Agreement (to be signed in Yr3) 

I agree to follow the school's Rules for Safe 

and Responsible Online Behaviour. 

Pupil Name: __________________________________ 

Signature: ____________________________________ 

Date: ________________________________________ 

 

 

https://www.office.com/search?q=St.+Monica%27s+Catholic+Primary+School&EntityRepresentationId=5bdc6bad-c302-8520-bb18-794b7b833313


Appendix B 

Photography and Video Recording Consent Form 

Dear Parents and Carers 

Photographs and video recordings are an important part of school life. They may be used to 

celebrate achievements, support learning and share school events with our community. 

Images and recordings may be used: 

• within school displays; 

• in newsletters; 

• on approved educational platforms; 

• on the school website; 

• in school promotional materials; 

• to celebrate pupils' achievements and learning. 

The school will ensure that: 

• images are appropriate and respectful; 

• children are not identified by full name alongside photographs; 

• parental consent is obtained before publication where required; 

• staff only use school-approved devices to take photographs and videos; 

• images are stored and processed securely in accordance with data protection 

requirements. 

If you wish to change your consent at any time, please contact the school. 

Yours sincerely, 

Kate Baptiste 

Headteacher 

 

Photography and Video Recording Consent 

Child's Name:  

Class: 

Parent/Carer Name:  

Signature:                                           Date: 

Please tick the appropriate boxes: 

Consent Area Yes No 

Use within school displays and 
publications 

□ □ 

Use on approved educational 
platforms (e.g. Tapestry, Google 
Classroom) 

□ □ 

Use on the school website □ □ 
 



Appendix C 

Online Safety for Pupils 

Rules for Safe and Responsible Online Behaviour 

The school provides computers, tablets, digital devices and online services to support our 

learning. 

These rules help to keep everyone safe. 

I will: 

• only use school technology when given permission by a member of staff; 

• use my own username and password and keep them private; 

• treat others respectfully when communicating online; 

• only use technology for approved educational purposes; 

• keep personal information private; 

• tell an adult immediately if something online worries or upsets me; 

• report any bullying or unkind behaviour I see online; 

• take care of school devices and equipment; 

• think carefully before sharing information or images online; 

• use online resources responsibly and safely. 

I will not: 

• access someone else's account; 

• share my password; 

• deliberately access inappropriate material; 

• share personal information about myself or others; 

• use technology to upset, bully or embarrass others; 

• download software or files without permission; 

• bring USB devices into school without permission. 

Artificial Intelligence (AI) 

I understand that: 

• AI tools may sometimes be incorrect; 

• I should not enter personal information into AI tools; 

• I should only use AI tools when instructed by a teacher; 

• I must always complete my own learning and thinking. 

I understand that my use of school technology and online services may be monitored to help 

keep everyone safe.          Pupil Signature:                                     Date:  



Appendix D 

Staff Online Safety and Acceptable Use Agreement 

As a professional organisation responsible for safeguarding children, all staff are expected to use 

technology safely, lawfully and professionally. 

I understand that: 

• school information systems must only be used for authorised educational and 

professional purposes; 

• my use of technology must always support safeguarding responsibilities and professional 

standards; 

• I am responsible for protecting personal and confidential information. 

I agree to: 

• comply with the school's Online Safety Policy; 

• comply with UK GDPR and the Data Protection Act 2018; 

• use strong passwords and keep them confidential; 

• use multi-factor authentication where available; 

• secure devices when left unattended; 

• report safeguarding concerns immediately; 

• report any filtering, monitoring or cyber security concerns promptly; 

• follow copyright and intellectual property requirements; 

• use only approved communication systems when contacting pupils or families. 

Artificial Intelligence (AI) 

I will: 

• only use AI tools in line with school guidance; 

• ensure professional judgement remains central to decision-making; 

• verify AI-generated content before use; 

• never upload confidential, personal, safeguarding or sensitive school information into AI 

tools. 

Social Media 

I will not: 

• communicate with pupils through personal social media accounts; 

• accept friend requests from current pupils; 

• use personal messaging services to communicate with pupils; 

• share confidential school information online. 



Personal Devices 

I will not: 

• use personal devices for storing confidential school information unless specifically 

authorised and appropriately secured; 

• use personal devices to photograph or film pupils. 

I understand that school systems may be monitored in accordance with safeguarding, data 

protection and employment requirements. 

Failure to comply with this agreement may result in disciplinary action. 

Name: ___________________________________ 

Signature: ________________________________ 

Date: ____________________________________ 

 

 

 

 

 

 

 

 

 

 



Appendix E 

Consent for Photography and Filming at Sporting Events 

Dear Parents and Carers 

From time to time, pupils may participate in sporting events organised by schools, local 

authorities, sports clubs and governing bodies. 

Photographs and video recordings may be taken for: 

• celebrating achievements; 

• promoting sporting participation; 

• educational and training purposes; 

• school newsletters, websites and publications; 

• local authority and sporting organisation publications. 

Children will not normally be identified by full name alongside photographs. 

 

Parent/Carer Consent 

Child's Name: ___________________________ 

Class: _________________________________ 

Please tick: 

☐ I give permission for my child to be photographed and/or filmed during sporting activities. 

☐ I do not give permission for my child to be photographed and/or filmed during sporting 

activities. 

Parent/Carer Name: ______________________ 

Signature: ______________________________ 

Date: __________________________________ 

 

 

 



Appendix F 

Key Stage 2 Online Safety Agreement 

I understand that I must use computers, tablets, digital devices and online services safely and 

responsibly. 

I agree that: 

• I will use technology responsibly; 

• I will keep my password private; 

• I will respect other people online; 

• I will not share personal information; 

• I will tell an adult if something worries me online; 

• I will not access inappropriate content; 

• I will not use technology to upset or bully anyone; 

• I will only use approved websites, apps and services; 

• I will take care of school equipment. 

Artificial Intelligence (AI) 

I understand that: 

• AI can make mistakes; 

• AI should not be given personal information; 

• I will only use AI if a teacher allows me to; 

• I must always produce my own work and ideas. 

I understand that my use of school technology may be monitored to keep everybody safe. 

Pupil Name: ____________________________ 

Class: _________________________________ 

Signature: ______________________________ 

Date: __________________________________ 

 


